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Abstract—There are different kinds of biometric methods, 

treated by different organizations. In the article below are 

presented the differences between fingerprint and hand geometry 

technology. 
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I. THE NEED FOR BIOMETRIC SYSTEMS 

In the economy, it is of vital importance to be able to 
determine whether a person is allowed to pass an access point 
or not. 

There are several ways to do this: 

A. Knowledge based systems 

In a knowledge based system, the access right is tied to 

some kind of code that has to be remembered. 

B. Possession based systems 

In possession based systems, the access right is tied to a 

card, token, etc. – a physical object that the person owns, and 

identifies himself with. 

C. Biometry 

In biometric identification, the access right is tied to a 

unique body feature that is irremovably attached to the person 

in question. 

Information is a rather valuable commodity and resource in 

the present economic and social life. For an organization to 

successfully operate, not only the high quality product and 

social presence is required, but also proper information 

management and protection is paramount to success.[1] 

II. THE PROBLEM 

A. The standard 

Surveys and practical applications show that fingerprint 
based record keeping of work time and access control systems 
are  not feasible for large number of employees and production 
companies, whereas hand geometry readers can perform with 
excellent results. Efficiency of fingerprint identification 
deteriorates in dusty, dirty environments, however hand 
geometry identification is not influenced by these factors, thus 
performing without errors. 

These observations should be further studied in order to 
determine whether there are more generalized information that 

affect the efficiency and usability of biometric systems can be 
found behind the reasons. 

This article contains the comparison of technological and 
usability features of both technologies. The detailed technical 
parameters of any given system can be found on their respective 
datasheets. 

III. BIOMETRICS BASICS 

A. Verification 

Verification is a term used along with the 1:1 method, 

where a particular person is pre-selected from the database (by 

a User ID, RFID card, etc.) or the template is stored externally, 

in a device held by the user (e.g. in an RFID smartcard) and the 

sample taken is compared to only that template. Basically, the 

system in this case only verifies the pre-selected identity[2]. 

B. Identification 

Identification is a term used along with the 1:N method, 

where the sample taken from a person is matched against the 

whole database of people, and the sample with the biggest 

matching score is selected, and if it is bigger than the 

identification threshold, the identity of the person is established. 

C. Positive and negative databases 

For access control purposes, two types of databases can be 

defined. The positive database is used to allow only authorised 

people to enter a restricted zone (this is the most common usage 

for access control), whereas a negative database is used to deny 

access for the people contained within (this can be seen at 

certain sports events, for example, to keep problematic elements 

out). 

D. Fingerprint identification 

This is the most widespread technology among biometric 
identification systems, and many implementations exist 
regarding both technology and physical appearance. 

The most common types are: 

 Capacitance scanner 

 Optical scanner 

 Thermal scanner 

Two factors about the systems will, however, not be 
discussed in this study. These are: 

 The type of the fingerprint scanner 
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 1:N systems 

The reason for this is that the technology used to obtain the 
print sample does not affect operation significantly, and hand 
geometry systems work only in identification mode, where a 
PIN code pre-selects a template for the user to be tested against 
– thus it is a 1:1 operation. 

It has to be noted, though, that the system requires a much 
larger processing power in 1:N mode than in 1:1. Unfortunately 
some manufacturers claim that their system is capable of 1:N 
operation, but the time of identification can reach 5-6 seconds 
for every 25 users. 

E. Hand geometry 

The hand geometry identification is based on measuring the 
dimensions of the hand, either in 2D or 3D. 

The 2D method is based on an overhead IR band picture, 
where the parameters shown on Fig. 1.are measured with 
respect to a coordinate system based on the surface the hand 
rests on and the positioning pegs. This system is fast to use but 
easily spoofed with a (for all intents and purposes) 2D cut-out 
of the hand itself. 

 

Fig. 1. The 2D geometric characteristics of a hand; 

(http://misbiometrics.wdfiles.com/local--files/hand/hand_features.gif, 

download 2015.02.26) 

The 3D method in turn uses additional mirrors to establish 
an additional dimension check, the height of the hand, as seen 
on Fig. 2. The 2D component is the same as seen previously. 

 

Fig. 2. The 2D geometric characteristics of a hand; 

(https://www.employeetimeclocks.com/admin/docs/Handpunch%20informatio
n%201.jpg, download 2015.02.26) 

Nowadays, a rather widespread and well known system 
using this method is the Handkey II device. It is a 3D hand 
geometry verification system that can only be used in 1:1 mode. 
The user pre-selects him or herself from the database with a 1-
10 digit user ID (or optionally with an RFID card), then 
positions his or her hand on the base plate (called platen) of the 
device as seen on the Fig.1. Then the device performs 
verification by taking a picture of the hand in the IR band, 
transforming it into a code and matching to the pre-selected 
template. The system is notable for its very low FRR rate (that 
converges to zero), its robustness, ease of use (it has 0 degrees 
of freedom – which means that there is only one way to 
position the sample) and its high resistance to contamination. 
This accuracy, however, comes at a price, as operating the 
device takes longer time (due to the pre-selection) than 1:N 
devices. 

F. FAR 

The False Acceptance Rate (or FAR) is the amount of 
unauthorized people allowed to pass through an access point by 
the access control system. False acceptance has different 
consequences for negative and positive databases and systems 
have to be set up accordingly. It also has different implications 
regarding 1:1 systems, where it means that the pre-selection 
information has already been obtained by a person prior to false 
acceptance. Note, that this value is rather hard to test 
empirically to gain a statistically significant result, so the results 
are usually given by the manufacturers through algorithmic 
tests. 

G. FRR 

The False Rejection Rate is the amount of authorized people 
rejected at an access point, including the events, where no 
presented sample is detected at all (due to positioning errors or, 
sensor contamination, etc.). Similarly to FAR, it has different 
consequences for positive and negative databases. 

H. EER 

The EER or Equal Error Rate is the intersection point of the 
FAR and FRR curves. If the FAR and FRR rate is plotted for a 
device, with respect to the overall security setting (= how strict 
the device will be when determining whether to grant access or 
not – or more technically, what matching score or percentage is 

http://misbiometrics.wdfiles.com/local--files/hand/hand_features.gif
http://abibiometrics.com/wp-content/uploads/2012/01/k%C3%A9zgeometria.jpg
http://abibiometrics.com/wp-content/uploads/2012/01/k%C3%A9zgeometria.jpg
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required from the sample to the template to grant access), they 
will be roughly inversely proportional. Their intersection, or 
EER is the point where the least amount of FAR will cause the 
least amount of FRR (and vice versa). 

IV. DATA PROVIDED BY MANUFACTURERS 

A. Data sheets 

The purpose of this article to present the pros and cons for 
the discussed systems. Often, the datasheet provided by the 
manufacturer gives little information about the actual 
usefulness of the system, however, there are pieces of 
information to consider before making any decisions. 

B. Offline/Online operation 

With the advancement of technology, storing data, events 
and settings locally became feasible, which means constant 
contact with the supervising computer is no longer needed. Any 
system which needs the supervising computer system for any 
kind of decision is therefore unacceptable. 

C. Other factors 

There are many other kinds of data available on the 
datasheet of the system, but these are, for all intents and 
purposes, useless for evaluating day to day operation. For 
example, it is perfectly irrelevant what kind of port and protocol 
the system uses for communication with the supervising 
system. 

V. USAGE FACTORS 

For several reasons – mostly time issues - when introducing 
a biometric system, usually there is no possibility for a full 
scale operational test. Any problems/errors that rise after 
implementation can adversely affect the processes one wish to 
control. In serious cases, operation of the whole system may 
come to question and can result in the dismantling of said 
system. In the following section the factors that are not present 
on any datasheet, but considering which is of the utmost 
importance will be discussed. 

A. General usability: 

One of the most important attribute of a biometric work 
time/access control system is its general usability, which means 
every current and future employees will be able to use it 
properly. This may seem trivial at first, but there are places in 
Hungary where 60 out of 500 employees are either unable or 
unwilling to use the system. 

B. Automation: 

Implementing any kind of security system erects barriers in 
front of users, thus it is very important that they are presented 
with a well-defined process which will always – or at least in a 
very large proportion of time – yield the same results. 
Operability of any given system is largely influenced by the 
security and comfort of users during identification. Insecurity 
will result in the questioning of the system and can ultimately 
lead to a complete sabotage of operation. 

C. Working conditions 

A large proportion of the production companies feature 
dirty, dusty environments. A metal worker or a turner cannot be 

expected to walk around with perfectly clean hands just so that 
the scanner can identify him without problems. 

D. Environmental conditions 

The system might have to be installed outdoors to achieve 
the required results, so the chosen system has to work in any 
weather condition (or proper housing must be created for the 
device). 

E. Stability of the sample 

There are two factors to consider: 

 How does the biometric sample change with time? 

 How do injuries or other external influences change the 
sample, and does this change affect identification 
significantly? 

F. Performance 

Manufacturers usually give the time between presenting the 
sample and successful verification as the main performance 
measure, which is usually under 1 second. In everyday use this 
means nothing, as nowadays the limiting factor is not the 
processing power of any given system. The users‘ presentation 
of the sample correctly might take 10-50 times longer than the 
actual verification.  

An example taken from a non-biometric system, in a swipe 
card terminal, you have to swipe in the right direction, 
orientation and speed for the reading to be successful. While 
identification is very fast, if the user gets the direction, speed or 
orientation wrong, the overall speed of the process will be 
significantly lower. This also means that even a line may form 
during this [3]. 

G. Acceptance 

There are two factors here as well: 

 How accepted the particular technology is. For all 
intents and purposes, any part of a human body is useful 
for individual identification, yet the use of an ear print 
reader is highly questionable. 

 Misconceptions about an identification method may also 
cause problems, for example in the application of a 
fingerprint scanner, users might think that there is a 
possibility to abuse their data. 

Important fact that – excluding AFIS (Automated 
Fingerprint Identification System) and law enforcement 
systems – security systems do not store any sample directly. 
Samples are converted to a template – a form of digital code – 
and these templates do not allow the reconstruction of the 
original data.[4] 

H. Spoofing 

This question has to be dealt with, as biometric systems are 
installed to increase security in the first place. 

VI. COMPARISON 

Factor Fingerprint Hand geometry 

FAR 0,01-0,001% 0,01% 

FRR 0,1-1% 0,01% 

EER Depends on the scanner 0,1% 
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Ability to set 

FAR/FRR/EER 

uniquely 

Depends on the scanner Can be individually 

adjusted for every 
user. The ability to 

distinguish identical 

twins has been 
achieved with proper 

setup. 

Offline/Online Depends on the scanner Both modes are 
supported, over 5000 

events can be stored 

in offline operation. 

General usability It is not a well-known fact, 
that 1-3% of the total 

population either does not 
have fingerprint at all, or 

their prints are useless for 

identification purposes. 
Since these people cannot 

use this modality at all, this 

seriously questions the 
overall performance of the 

system, as anyone who 

wishes to skip scanning may 
invoke this to do so. 

HandKeys allow 
every employee to 

use the system. 
Though it is a 

general requirement 

for the user to have 
every finger, but 

there are solutions if 

a few are missing. 

Automation A fingerprint scanner can 

identify a person 

successfully with about 10 
minutia points. A good 

quality print can contain 60-

70 identifiable minutia 
points. This means that 

depending on the 

presentation, a system can 
identify a sample as much as 

4 different prints. 

Fingerprint sensors generally 
have no positioning helper 

surfaces, so positioning 

errors may arise. 

After giving the PIN 

code, the HandKey 

informs the user if 
the placement is 

right. Also, 

positioning spikes 
further help proper 

placement. 

 It is a tested fact that the 

more pressure the user 

applies, the less successful 
identification will be – 

which will lead to even 

higher pressure. 

Usage is plain and 

simple, easily 

learned by users. 

 Users generally have no 

feedback about proper 

placement of their finger. 

The system gives 

feedback (in the 

form of LEDs) about 
any misplaced 

fingers. 

Working 

conditions 

Dirty, dusty environments 

deteriorate the performance 
significantly. 

Dirt and dust does 

not affect the 
performance. 

 Presenting a dirty sample 

will hamper the efforts of 
the following users too, as 

the scanning surface will 

become dirty as well. 

HandKeys make 3D 

pictures of the hand 
with an IR band 

camera, which are 

not affected by dirt – 
the hand does not 

touch the camera 

itself. 

Environmental 

conditions 

Fingerprint scanners work 
with bad efficiency – if they 

work at all – outdoors. 

HandKeys are not 
affected by the 

location of 

placement. 

Stability of the 

sample 

Change of fingerprints with 

time is negligible 

The shape of a hand 

changes with time, 
but HandKeys 

update the stored 

template with the 
changes after every 

successful 

verification. 

 Injuries (cuts, burns, 

abrasion) can easily render 

the fingerprints unreadable. 

Injuries, swellings 

do not affect 

verification. 

Performance Based on what has been 
discussed at automation, 

fingerprint scanners can give 
a wide range of results. It 

can generally be said that 

increasing the number of 
users in the system (and the 

more physical their work is), 

will decrease performance. 
 

The HandKey II has 
a slightly longer 

operational time, due 
to the pre-selection, 

this is, however, 

contrasted by the 
virtually 0% FRR 

values. 

Acceptance Fingerprint identification is 

mostly known from films 

and criminalistics for the 
average user, and as such, 

they are usually suspicious 

when introducing the 
system. Proper education 

can help to overcome the 

prejudice. 
 

Employees usually 

regard the system as 

interesting and high-
tech. 

Spoofing As much as 90% of the 

currently marketed systems 
do not have live finger 

detection ability. A 

fingerprint can be obtained 
and reconstructed from a 

simple glass in about 30 

minutes, with minimal effort 
and cost. 

It is hard to 

reproduce the 3D 
shape of a hand, thus 

spoofing this system 

requires much 
knowledge and 

effort. 

VII. CONCLUSION 

The most important conclusion to be made is that general 
characteristics exist for biometric identification systems that 
define the performance one can expect from them with respect 
to the actual usage environment. An especially important 
characteristic is the automation property of the system, that 
shows whether there exist a usage method that guarantees 
identification if following only very simple rules. 
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