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Abstract—In the fields of building automation, energetics, 

telecommunication, etc. smart technologies emerged a long time 

ago. These technologies have been developing fast ever since; in 

railway applications as well. Many parallelisms can be found 

between railway applications and those mentioned above. The 

usage of state of the art smart elements makes cost efficient 

operation and service improvement possible, and it also assures 

critical infrastructure protection. Railway interlocking systems 

may be part of this application field. The 2014-2020 Multiannual 

Financial Framework of the EU has allocated 740 billion HUF for 

railway infrastructure development in Hungary. This financial 

framework provides the means to pay more attention to the 

deveopment of the theoretical and the practical background of 

intelligent railway systems. In this paper we deal with the 

implementation of smart railway technologies, which use ambient 

and self-organized network. At the end of this article the role and 

importance of ITS (Intelligent Transport System) in the smart 

city is also mentioned. 
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I.  INTRODUCTION – DETERMINING THE ACTUALITY OF 

THE RESEARCH THEME 

Due to the development of the industrial society, we live in 
a totally different age than ever before during the human 
evolution. This age cannot be described by the name of metals 
retracted and processed by humans, like the Iron Age or 
Bronze Age. Instead, it is named after information, the entity 
that affects our lives and that is self-organizing. We live in an 
information society. Not long ago, people fought for a plot of 
land with such fervour as they fight for information today. This 
enormous automation and technology surrounds every aspect 
of our lives from birth to death. 

For this comfort and security, however, we have to pay a 
huge price. Our dependence on technology is so excessive that 
the loss of it might make us feel that a great part of our 
freedom is taken away. Even a few hours of power failure can 
greatly disturb our lives. Consider, just for a moment, what 
effects it would have on us if the railway transport stopped for 
some days. The fragile balance of our society is vital for our 
well-being. That is why we should protect it. What measures 
should be taken to achieve this? 

To be able to answer to question, it is necessary to have a 
clear view on the nature of what we are trying keep safe. 

II. DEFINITIONS 

Network – ―a system of things that are connected with each 
other: the railway network‖ [1] 

System – ―several pieces of equipment that are connected 

to each other and work together‖ [1] For example Railway 

interlocking system. 

IS – Intelligent system is in which different structures are 

able to cooporate with each other in coherent way. 

SM – Smart system is an intelligent system of which 

services can be exploited by users in a maximal way. 

―ITS – Intelligent Transport Systems add information and 
communications technology to transport infrastructures and 
vehicles in an effort to improve their safety, reliability, 
efficiency and quality.‖ [2] 

SRN – Smart Rail Network. A subset of ITS. The 
interpretation of the term ―Smart Rail Network‖ is not clear-
cut. Many regard it as referring only to the signalling and 
monitoring system. [3] Others include the railway signalling 
system, the communication systems, the IT technology, the 
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passenger information and ticketing systems and the rolling 
stock technology in it, too. [4] 

―ECI – European Critical Infrastructures constitute those 
designated critical infrastructures which are of the highest 
importance for the Community and which if disrupted or 
destroyed would affect two or more Member States, or a single 
Member State if the critical infrastructure is located in another 
Member State. This includes transboundary effects resulting 
from interdependencies between interconnected infrastructures 
across various sectors.‖ [5] 

III. SOLVING THE PROBLEM 

The use of intelligent systems in everyday life is not a new 
phenomenon. ―The Council of Europe's Information Society 
Technologies Advisory Board launched the ―Intelligent 
environment― (―Ambient Intelligence―) project in 2000, which 
aimed to create an intelligent  environment for ordinary people. 
The development of information and communication 
technologies allows us to create a user-friendly and people-
centered environment which supports human activities and 
interactions. With the help of smart and intuitive interfaces 
built (―embedded‖) in the objects that surround us, the system 
can detect and identify the presence of people, their intentions, 
their needs and respond to client requests. All this is 
implemented in an unobtrusive, mostly invisible way.‖[6] 

The creation of ITS can be considered a part of this 
endeavour. This is also included in the original report under 
section ―Scenario 3-Carmen: traffic, sustainability and 
commerce‖. [7] 

As members of the European Union, Hungarians are also 
affected by decisions made by the EU. In 2010, a directive on 
―the ITS in the field of road transport and interfaces with other 
transport modes on the framework for the deployment‖ was 
released. [8] 

This directive mainly refers to road transport but the 
solutions for the ―interfaces with other transport modes‖ can be 
applied to aspects of railway, too. The Hungarian National 
Transport Strategy released in October 2013 is also based on 
the European guidelines, and it covers public transportation, 
including the operation of the railway infrastructure and 
railway freight and passenger transport. [9] 

Therefore, as we have discussed above, it is crucial to 
protect the infrastructure systems that affect our lives. Here we 
must mention some main directives related to this topic. Such 
as the Green Paper of the EU discussing the theorem of critical 
infrastructures and the relevant Hungarian laws and 
regulations: 

• ―2010/40/EU Directive of the European Parliament 
and of the Council of 7 July 2010 on the framework for the 
deployment of Intelligent Transport Systems in the field of 
road transport and for interfaces with other modes of 
transport‖. [8] 

• The council directive 2008/114/EC of 8 December 
2008 on the identification and designation of European Critical 
Infrastructures and the assessment of the need to improve their 
protection.  

• 2012. CLXVI. law on the identification, designation 
and protection of the critical infrastructures.  

• 2080/2008. (VI. 30.) Hungarian Government 
Decision. National program of Critical Infrastructure 
Protection. 

Moving from theory to practice, the technological solutions 
for the implementation of a smart rail system are not yet fully 
elaborate. The specific details of professional support for 
information technology and security systems development will 
have to be determined later in this research. 

We examined the connection between railway - as critical 
infrastructure - and intelligent systems. Our article provides 
guidelines for the development of a smart network from both 
theoretical and practical points of view. This article is based on 
scientific research which is rooted in hard practical experience. 

IV. DETAILS OF THE SCIENTIFIC RESEARCH 

Our research scenario covers the issues of the development 
of today's rail systems into a smart network, as well as the 
measurement of the ―smartness‖ of the existing railway 
infrastructure. Other essential elements of this research are the 
handling of problems of the transport infrastructure of 
European Critical Infrastructure by using smart systems as part 
of SRNs, and engaging in interdisciplinary areas of research to 
draw relevant conclusions in this topic. 

The following directions and goals have been determined 
for this research. The main goal is to determine Intelligent 
Transport Systems for Rail. The ―smartness‖ of the existing rail 
network must also be determined by developing the relevant 
test methods and measurements. The research also aims at 
determining the implementation criteria for increasing the level 
of ―smartness‖. The system-level effects of the addition of 
intelligent system elements are also examined. 

V. PROPERTIES OF THE HUNGARIAN RAILWAY 

INFRASTRUCTURE - FACTS 

TABLE I.  THE HUNGARIAN RAILWAYS IN FIGURES 
    (2014) [10] (*2009) [11] 

Hungarian railways 

Infrastructure elements Facts 

Double trackage  1 180 km 

Electrified rail network 2 633 km, 36% 

Total line length 7 298 km 

Railroad switches 12 321 pcs* 

Switch point heating system 1397 pcs* 

Station 588 pcs 

Stops 591 pcs 

All operational stations and 

stops 

1341 pcs 

Level crossing  5 838 pcs 

Open crossings  1 476 pcs 

Automatic half barrier crossings 
(AHBC)  

918 pcs 
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Hungarian railways 

Infrastructure elements Facts 

Barrier crossings  248 pcs 

Crossing without barrier or 
signals 

3 196 pcs 

Bridges and drain pipe 8 600 pcs* 

Double trackage 1 180 km 

Total line length 7 298 km 

 

VI. DETERMINING CRITICALITY IN HUNGARY 

Considering the railway infrastructure five criteria have 
been determined to identify critical elements – the damage of 
which causes big problems, e.g. bridges, - on a national level. 
With reference to railway lines the five criteria defined by 
Hungarian specialists are:  

• the type of the railway lines based on Government 
Decree No. 168/2010. (V. 11.),  

• the restoration time after damage (30 days),  

• replaceabiliy in case of failure,  

• the need for extra performance, which is required for 
the train to get to the destination using another, longer 
route  

• and the criteria of the effects of the damage on public 
safety. [12] 

Damages to railway have interdependent effect on 
Hungary‘s society, economy, environment, politics and public 
health. Considering the railway infrastructures, which are 
critical not only for the individual nations, but also for the 
whole of Europe, not only certain trans-European railway lines 
are vulnerable, but all the subsystems related to such lines. 
Subsystems include rail tracks, railway bridges, safety 
equipment, railway interlocking systems, the electronic, 
computer-controlled equipment, secure communications 
networks and railway electrification systems, heavy current 
supply, etc. The exposure of a network is determined by the 
vulnerability of the weakest subsystem and this also influences 
the complex criticality of the system.  

Damages may be unintended, but purposive, too; therefore, 
intelligent systems should be protected against attacks. The 
following is an example of the use of the railway signalling 
system against attacks. ―CSX Train Signalling System. In 
August 2003, the Sobig computer virus was blamed for 
shutting down train signalling systems throughout the east 
coast of the U.S. The virus infected the computer system at 
CSX Corp.‘s Jacksonville, Florida headquarters, shutting down 
signalling, dispatching, and other systems. According to 
Amtrak spokesman Dan Stessel, ten Amtrak trains were 
affected in the morning. Trains between Pittsburgh and 
Florence, South Carolina were halted because of dark signals, 
and one regional Amtrak train from Richmond, Virginia to 
Washington and New York was delayed for more than two 
hours. Long-distance trains were also delayed between four 
and six hours.‖ [13] 

VII. THE PURPOSE OF INTELLIGENT NETWORKS 

The primary objective of these systems is to promote the 
integration of various subsystems in order for them to be able 
to cooperate with each other. The different types and different 
functions of these subsystems help each other, which affects 
the operation of the entire infrastructure. 

Smart systems have to protect the entire infrastructure.  As 
the elements of the national railway infrastructure are widely 
dispersed, there are hardly any possibilities to ensure their 
continuous and complex protection. Therefore, to reduce risks, 
structural changes (i.e. the integration of intelligent elements) 
need to be made in the present system.  

The benefits of smart railway systems: when creating a 
smart system, these changes, which affect the whole network, 
can have several economic benefits as well.  

In recent years, railway development, which tends to use 
the following subsystems (the ERTMS (European Rail Traffic 
Management System), the ETCS (European Train Control 
System) and GSM-R (Global System for Mobile 
Communications-Railway), have promoted the widespread use 
of wireless technology in railway environment. In many cases, 
the development of a smart rail system also relies on optical 
wires and wireless technologies. 

One of the obvious benefits of smart rail systems is that 
frequent cable thefts and cable cuts in, which mainly occur in 
central and eastern Europe, can be prevented. As a result, the 
amount of money spent on repairs and replacements can now 
be used to maintain competitiveness. In reality, however, the 
operation of the railway infrastructure in the 21st century still 
requires a great amount of copper cables and wires, so the costs 
of cabling are still very high. In the summer of 2014, the price 
of copper was more than 7,000 dollars per ton on the London 
Metal Exchange. This is why copper wires should be replaced 
by optical wires and wireless communication. 

VIII.  A THEORETICAL APPROACH TO INTELLIGENT 

SYSTEMS 

The principle of subsidiarity may be applied at the 
introduction of a new intelligent system. According to this 
principle, problems must be solved where they emerge, so 
higher-level intervention is only necessary if the problem 
cannot be solved on its level and it would interfere with the 
operation of the entire network. With the application of this 
principle it is possible to create an ICT-based transportation 
system with ambient intelligence – which typically uses 
wireless communication methods - that fits this structure. 

The use of the word ―ambient‖ refers to the fact that the 
architecture that this technology utilizes allows the devices to 
continually monitor their own systems and the systems 
surrounding them with the help of sensors and measurements at 
a local level – where it is needed. Certain authorized elements 
may also intervene in operating mechanisms. At the same time 
they are also able to inform the elements in higher 
„evolutionary‖ positions, and if necessary, send them warnings 
or alerts.Each element of the system operates autonomously, 
but they work in a dynamic cooperation. For example, sensors 
of the system can work this way. 
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According to Professor Gordos ‖ambient intelligence 
(AmI) is the interdisciplinary paradigm of a number of 
disciplines, including telecommunications, computing and 
sensor technology. The main concept is to surround the users 
with information and communication technologies that are 
embedded unobtrusively in the environment and that shifts the 
emphasis from the use of personal computers to a network of 
user-friendly, efficient and distributed services. The AmI 
elements equipped with intelligence, sensors and actuators 
(hereinafter referred to as nodes according to the terminology 
of telecommunication) create ad hoc (spontaneous) 
communication links with each other. If this technology is used 
in a way that the nodes are placed on certain objects of a 
system that comprises of moving and stationary objects, the 
operation of the system can be optimized.‖ [14] 

Devices with ambient intelligence can be developed with 
the use embedded systems. System requirements include, 
amongst others, cost-effective implementation with as few 
parts as possible, and fast, safe and energy-efficient operation. 
This technology supports real-time operation. 

IX. A NEW INTERPRETATION OF INTELLIGENCE - 

SUBSYSTEM INTEGRATION 

David Wechsler‘s definition of intelligence: ―the global 
capacity of the individual to act purposefully, think rationally, 
and to deal effectively with his environment.‖[15] 

There is a definition of Artificial Intelligence given by 
Eliane Rich. She states that ‖Artificial Intelligence is the study 
of how to make computers do things, at which, at the moment, 
people are better.‖ [16] 

There are numerous definitions of intelligence or of 
intelligent systems endowed with the characteristics of 
intelligent action. The development of such systems is 
promoted by research carried out in the fields of cybernetics 
and artificial intelligence. With regard to railway, the concept 
of smart rail refers to a system where the subsystems are 
integrated into an intelligent system, and they are no longer 
characterized by incompatible autonomy. The everyday use of 
such systems, however, is still to be realised. Yet, there is a 
strong demand for systems providing high reliability, safe and 
economical operation and a wide range of services. A good 
example of integration could be the process of building 
automation, which started in Hungary in the '90s, and which 
has been developed by now to include all subsystems 
concentrated in an intelligent building (Smart Building, 
Intelligent Home) and which is still evolving today. 

Integration means that the processes of each subsystem 
mutually interact with one another. In many cases, the 
subsystems have a complementary relationship. The integrated 
structure enables the development of a more complex rail 
system, which can ensure safe operation in a cheaper and more 
efficient way. In addition, there are several extra benefits of a 
system like that, e.g. the solution of problems occuring during 
operation. Of course the interoperability of railway elements 
supplied by numerous different manufacturers is not easy to 
realize, just as it is still a challenge in case of building 
automation as well.  

While there is still disharmony in the operation of a large 
number of subsystems, which were developed at different 
times and using different concepts, the implementation of 
integrated subsystems would provide high security, 
comfortable and cost-effective operation and prestige for the 
users. 

Integration is the first step towards smart systems. What 
can be called a Smart Railway Network? The smart rail system 
creates automatic and agile resource management with human 
supervision in an extensive and complex system by means of 
sensors, as well as controlling and regulatory elements. 

The concept of intelligent railway includes the advanced 
automation systems, the continuous monitoring of the railway 
rolling stock in terms of all locomotives and wagons, the self-
explanatory visual and acoustic passenger information service 
both on board and at the station. The selection of the location 
of a station and the designing of station buildings is also an 
important part of the intelligent systems System can include 
any theories, tools or developments that aim to implement an 
intelligent rail system. [12] 

The design of control systems is based on the traditional 
planning processes, which may no longer be applied in case of 
an intelligent system. If we just consider, as it has already been 
mentioned above, the difficulties of describing the operation of 
a system that comprises of a highly complex network of 
numerous different elements, we can imagine the challenges in 
case of designing an intelligent system. In order to implement 
intelligent systems it is necessary to elaborate a model that 
helps to develop the structure while taking into consideration 
the results of various interdisciplinary fields. The biggest 
obstruction to the implementation of intelligent systems may be 
our conventional approach to design. We must, therefore, 
change this approach.  

According to Kovács, the decision-making process of 
intelligent systems can be modelled by integrating the agent, 
game and evolutionary theories. He claims that intelligent 
systems can be modelled as agents. An agent can be anything 
that can detect its environment with its sensors and change it 
with its actuators. In our case the agent is the unit consisting of 
the sensors and actuators of the railway infrastructure. 
According to the theory, the method developed for the 
communication and decision-making processes of agents - that 
is, the units of intelligent rail system elements - helps to 
determine the quality of intelligent systems. [17] 

At the designing stage, the ―community‖ situation of 
intelligent components must also be dealt with. The issues of 
autonomy and central management must be addressed shortly 
in the development of an intelligent system. ‖When 
autonomous systems are mentioned, we have a vision of 
systems that manage themselves according to some predefined 
criteria. The essence of the process is self-organization. Self-
organizing systems, similarly to biological systems, can adapt 
to the changes of the environment, such as CPU usage, channel 
capacity, service needs or other external conditions. The latter 
can be the result of hardware or software failure, or even a 
malicious attack. Such a system might also be able to monitor 
itself or regularly update its components‖. [18] 
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X. FOUNDATION OF INTELLIGENT RAILWAY - COMPUTER 

BASED RAILWAY INTERLOCKING SYSTEM 

There are several complications in the railway systems which 
can‘t be solved using the conventional approaches, as these 
methods are based on numerous requirements which may not 
be completely applicable in all cases. In these situations, one 
can only resort to computational intelligence techniques. 
The intelligent signalling subsystem does not only serve the 
traditional signalling functions, but also makes the decisions 
that are made today by people, taking into account the speed, 
the weight and the direction of the moving trains, and even the 
traffic conditions of nearby stations. We stress that we target 
implementation of a system which utilises and integrates the 
existing systems. 

XI. SOFTWARE OF SMART SYSTEMS 

Software is a critical success factor. Each smart system has 
an integral part of software, which has a crucial effect on the 
main features of the whole structure, which are usability and 
reliability. 

In case of safety critical systems, reliability is the most 
important question. Safety critical systems are – amongst 
others – railway systems, air traffic control, vehicle brake 
systems and some industrial plant controls. 

General safety is the elimination of the following risks: 
physical injury or health harm of people, damage to property or 
to the environment. Functional safety is part of general safety: 
systems should operate and interact with the environment in a 
predefined way. 

Safety is a statistical problem with many sources that can 
be:  

• bad hardware or software system specifications, 

• bad or missing safety requirements specifications, 

• random or systematic hardware failures, 

• software errors, 

• common cause failures, 

• human error, 

• environmental influences and disturbances. 

To lay down guidelines, the IEC 61508 standard has been 
prepared. The aim of IEC 61508 - in view of 
electrical/electronic/programmable electronic (E/E/PE) safety-
related systems – is system-wide continuous improvement 
considering safety, economic performance and flexibility for 
future developments. 

It provides a risk-based approach which defines the desired 
performance of the given system. It also provides standards 
used by the industry and develops sector and product standards. 

The IEC 61508 defines four levels of safety. These are the 
so-called safety integrated levels (SIL). SIL1 is the lowest, 
whereas SIL4 is the highest safety level. 

SIL determines components and systems with safety 
functions. Those components and systems are intended to 

reduce the risks connected to the given device and system to 
estimate and justify the risk level. Probability of failure 
depending on SIL level: 

TABLE II.  PROBABILITY OF FAILURE DEPENDING ON SIL LEVEL 

Probability of a failure 

SIL 
level 

Operation on demand 
[occasion] 

Continuous 
operation  

[h-1] 

4 [10-5,10-5) [10-9,10-8) 

3 [10-4,10-3) [10-8,10-7) 

2 [10-3,10-2) [10-7,10-6) 

1 [10-2,10-1) [10-6,10-5) 

Of course the overall probability of system failure is a 
complex problem the working probability of its components. 

Considering a simple control structure, the following parts 
are used: sensors, wiring, controller, actuators and control 
software. Each listed part has its working safety value i.e., 
MTBF or, which is the failure frequency. The optimal values 
would be if or MTBF tended to infinity.  

The main goal is to minimize the weight of software error. 
This sets a hard task to software engineers. First of all, the 
applied life-cycle models are the waterfall and V-model in 
case of SIL3-4. Nowadays the agile programming model is 
getting widespread and some managements are trying to apply 
this model to critical systems. 

Agile programming allows altering specifications during 
the development project, but you might put some errors into 
the programme. 

This method is reasonable in case of consumer (limited life 
expectancy) applications but not good in case of safety critical 
systems. That is the reason why in the latter case, more 
systematic programming models are suggested. Figure 1 
shows an example of risk reduction activities. 

 
Fig. 1. Risk reduction activities. 
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XII. SMART TRANSPORT 

Smart Cities have been characterised and defined by a 
number of factors including sustainability, economic 
development and providing a high quality of life.  Enhancing 
these factors can be achieved through infrastructure (physical 
capital), human capital, social capital and/or ICT 
infrastructure. [19] Smart City should enable every citizen to 
engage with all the services on offer, public as well as private, 
in a way best suited to his or her needs. It brings together hard 
infrastructure, social capital including local skills and 
community institutions, and (digital) technologies to fuel 
sustainable economic development and provide an attractive 
environment for all. [20] 

There are five key aspects of smarter approaches, which 
are strongly information driven: [20] 

• a modern digital infrastructure, combined with a 
secure but open access approach to public re-useable data, 
which enables citizens to access the information they need, 
when they need it; [20] 

• a recognition that service delivery is improved by 
being citizen-centric: this involves placing the citizen‘s needs 
at the forefront, sharing management information to  provide a 
coherent service, rather than operating in a multiplicity of 
service silos (for example, sharing changes of address more 
effectively), and offering internet service delivery where 
possible (at a fraction of the face to face cost); [20] 

• an intelligent physical infrastructure (―smart‖ systems 
or the Internet of Things), to enable service providers to use 
the full range of data both to manage service delivery on a 
daily basis and to inform strategic investment in the 
city/community (for example, gathering and analyzing data on 
whether public transport is adequate to cope with rush hour 
peaks); [20] 

• an openness to learn from others and experiment with 
new approaches and new business models; and [20] 

• transparency of outcomes/performance, for example, 
city service dashboards to enable citizens to compare and 
challenge performance, establishment by establishment, and 
borough by borough. [20] 

―The Smart Transport and Roads Project is using advanced 
information and communications technologies to help solve 
the world‘s urban traffic congestion problems. With better 
information and modeling capabilities, traffic systems, traffic 
managers and travelers themselves will be better able to 
predict and respond to traffic build ups, bottlenecks, accidents 
and breakdowns.‖ [21] 

XIII. CONCLUSIONS 

Considering the above, it can be stated that although the 
integration of the railway infrastructure into ITS is considered 
necessary, it may not be realized – maybe because of its 
special situation. However, we believe that railway must be 
explicitly included in the ITS. It must be noted, nevertheless, 
that in railway issues the European Parliament focuses only on 
ERTMS when it comes to ITS. 

We recognise that: Integration is the first step towards 
smart systems. The smart rail provides automatic (without 
human intervention) and agile resource management for a 
complex and extended system, by means of sensors, 
controlling and regulatory elements. 

Software is inevitable success factor. Each smart system 
has an integral part of software, which has a hard effect on the 
main features of the whole structure. Those are usability and 
reliability. 

In case of safety critical systems the reliability turns into 
the most important question. Safety critical systems are – 
avoiding the demands of completeness – railway system, air 
traffic control, vehicle brake systems and some industrial plant 
control. 
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