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Abstract—The contents of this paper derives from the 

Kaspersky Security Bulletin 2014 and is based on data obtained 

and processed using Kaspersky Security Network. It includes 

malicious programs on the Internet (attacks via the web): 

vulnerable applications targeted by malicious users, 

identification of the most active malicious programs involved in 

web attacks on users’ computers and statistical analysis of 

countries where web resources are seeded with malware. Special 

orientation of this paper are data relating to Serbia. The analysis 

of local threats is also included, by forming the list of the most 

widespread local threats. The risk of online infection, which is the 

main source of malicious objects for users in most countries of 

the world, is of the greatest interest. 
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I. INTRODUCTION 

Short for ―malicious software‖, malware refers to software 
programs designed to damage or do other unwanted actions on 
a computer system.Malware is a general term used to refer to a 
variety of forms of hostile or intrusive software [1]. Common 
examples of malware include viruses, worms, trojan horses and 
spyware. A virus or worm is a computer program that can 
spread across computers and networks by making copies of 
itself, usually without the user‘s knowledge. Trojan horses are 
programs that pretend to be legitimate software, but actually 
carry out hidden, harmful functions. Worms are similar to 
viruses but do not need a carrier program or document. 

Software such as anti-virus, anti-malware, and firewalls are 
relied upon by users at home, small and large organizations to 
safeguard against malware attacks which helps in identifying 
and preventing the further spread of malware in the network 
[2]. In order to prevent the intrusion of malicious software in a 
computer system, different methods are used. An intrusion 
detection system (IDS) generally detects unwanted 
manipulations to systems. The manipulations may take form of 
attacks by skilled malicious hackers or using automated tools. 
An IDS is required to detect all types of malicious network 
traffic and computer usage that can not be detected by a 
conventional firewall. Though they both relate to network 
security, an IDS differs from a firewall in that a firewall looks 
outwardly for intrusions in order to stop them from happening. 
Firewalls limit access between networks to prevent intrusion 
and do not signal an attack from inside the network. An IDS 
evaluates a suspected intrusion once it has taken place and 
signals an alarm. 

Malware creators started off writing viruses in the early 
1980‘s. Until the late 1990‘s most of the viruses were just 

pranks made up in order to annoy users and to see how far a 
virus could spread. The writers were often young programmers, 
who didn‘t always understand the vast consequences of their 
actions. In the late 1990‘s and early 2000‘s, virus writers and 
hackers began to put their talents to more professional and 
sometimes criminal use. The internet had become everyone‘s 
tool for information and businesses and banks were beginning 
to use it for commerce and transactions. As practical as online 
shopping and banking are, they also opened a world of 
opportunities for economic exploitation of both corporations 
and the ordinary computer user. Today many experts believe 
the amount of malicious software being released on the web 
might actually surpass the release of valid software. 

II. VULNERABLE APPLICATIONS USED BY FRAUDSTERS 

The data presented in this paper derive from the Kaspersky 
Security Bulletin 2014[3] and are based on values obtained and 
processed using Kaspersky Security Network (KSN). 

In 2014, the fraudsters most often exploited Oracle Java 
vulnerabilities. However, the popularity of Java vulnerabilities 
declined steadily throughout the year, and its overall share was 
less than half of last year's figure – 45% against 90.5% 12 
months ago. This might be due to the closure of old 
vulnerabilities and a lack of information about any new ones. 

Today, Java is installed on more than 3 billion devices 
running under various operating systems. Therefore, cross-
platform exploits can be created for certain Java vulnerabilities. 
During the year, both broad-scale attacks using exploit kits, and 
targeted attacks using Java exploits were detected that targeted 
both PCs and Mac computers. 

Second place was occupied by the Browsers category 
(42%) which includes exploits for Internet Explorer, Google 
Chrome, Mozilla Firefox, etc. According to the quarterly 
ratings, for much of 2014 this was the leading category but it 
didn't quite outstrip the large number of Java exploits in late 
2013 and early 2014. 

Adobe Reader exploits was in third place (5%). These 
vulnerabilities are exploited in drive-by attacks via the Internet, 
and PDF exploits form part of many exploit packs. 

III. STATISTICS OF THREATS IN SERBIA 

Statistics of threats in Serbia refer to the time period of one 
month (1 April – 30 April 2015) and originate from Kaspersky 
Lab Securelist [4]. 
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Country ratings – global and regional ratings based on the 
probability of threats being detected in a country over a 
specific period. 

 

A. Local infections 

Local infection statistics for user computers are a critically 
important indicator. This data points to threats that have 
penetrated a computer system through something other than the 
Internet, email, or network ports. Top local infection in April 
2015 is given in Table I and graphically presented in Fig.1. 

 

Fig. 1. Local infections in April 2015 in Serbia. 

 

TABLE I. TOP LOCAL INFECTIONS IN THE LAST MONTH (APRIL 2015) 

Name 
% of unique 

attacked user 

DangerousObject.Multi.Generic 27.4 

Trojan.Win32.Generic 18.1 

Trojan-Downloder.Win32.Generic 11.7 

Trojan.WinLINK.StartPage.gena 8.3 

Trojan.Win32.AutoRun.gen 5.2 

Net-Worm.Win32.Kido.ir 2.5 

HackTool.Win32.KRT.bs 2.4 

Worm.Win32.Debris.a 2.4 

Worm.VBS.Dinihou.r 2.3 

HackTool.Win32.KRT.bw 2.3 

*percentage of attacked users in the country from total number of attacked users 

 

The DangerousObject.Multi.Generic verdict, which is used 
for malware detected with the help of cloud technologies, is in 
1st place (27.4%). Cloud technologies work when the antivirus 
databases do not yet contain either signatures or heuristics to 
detect a malicious program but the company‘s cloud antivirus 
database already includes the information about the object. 

Country rating of Serbia and neighboring countries in this 
category in April 2015 is given in Table II (the level of 
protection is higher, the percentage is lower). For example, 
corresponding values for other countries are: USA (7%), 
Russia (26%), Slovenia (11%), Switzerland (9%). 

 

 

TABLE II. COUNTRY RATING OF SERBIA AND NEIGHBORING COUNTRIES 

IN CATEGORY LOCAL INFECTIONS (APRIL 2015) 

Country %  

Serbia 15 

Romania 12 

Hungary  11 

Croatia 11 

Bosnia and Herzegovina 14 

Albania 20 

Bulgaria 16 

 

B. Web threats 

The statistics were derived from web antivirus components 
that protect Windows users when malicious code attempts to 
download from a malicious/infected website. Malicious 
websites are deliberately created by cybercriminals; infected 
sites include those with user-contributed content (such as 
forums) as well as legitimate resources that have been hacked. 

The statistics for Serbia is shown in Fig.2 and Table III. 

 

Fig. 2. Web threats in the April 2015 in Serbia. 

 

TABLE III. TOP WEB THREATS IN APRIL 2015 

Name 
% of unique 

attacked user 

Trojan.Script.Generic 54.9 

Trojan.Script.Iframer 30.5 

Exploit.Script.Blocker 5.4 

Trojan-Downloder.Win32.Genome.qhcr 1.6 

Trojan.Win32.Inject.sbsq 0.5 

Trojan-Dropper.VBS.Agent.bp 0.5 

Trojan.SWF.Generic 0.4 

Exploit.Script.Blocker.u 0.4 

Trojan-Spy.Win32.SoftDetails.a 0.3 

Trojan-Downloader.Win32.Generic 0.3 

*percentage of attacked users in the country from total number of attacked users 

 

Country rating of Serbia and neighboring countries in this 
category in April 2015 is given in Table IV. For example, 
corresponding values for other countries are: USA (9%), 
Russia (28%), Slovenia (13%), Switzerland (10%). 
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TABLE IV.  COUNTRY RATING OF SERBIA AND NEIGHBORING COUNTRIES 

IN CATEGORY WEB ATTACKS (APRIL 2015) 

Country %  

Serbia 15 

Romania 14 

Hungary  13 

Croatia 29 

Bosnia and Herzegovina 18 

Albania 14 

Bulgaria 19 

 

C. Network attacks 

Network attackis usually defined as an intrusion on network 
infrastructure that will first analyze environment and collect 
information in order to exploit the existing open ports or 
vulnerabilities - this may include as well unauthorized access to 
user resources. In such cases where the purpose of attack is 
only to learn and get some information from system but the 
system resources are not altered or disabled in any way, we are 
dealing with a passive attack. Active attack occurs where the 
perpetrator accesses and either alters, disables or destroys 
resources or data. Attack can be performed either from outside 
of the organization by unauthorized entity (Outside Attack) or 
from within the company by an ―insider‖ that already has 
certain access to the network (Inside Attack). Very often the 
network attack itself is combined with an introduction of 
malware components to the targeted systems [6].  

The statistics of network attacks for Serbia is shown in 
Fig.3 and Table V. 

 

Fig. 3. Network attacks in April 2015. 

TABLE V. NETWORK ATTACKS IN SERBIA IN APRIL 2015 

Name 
% of unique 

attacked user 

DoS.Generic.SYNFlood 44.1 

Intrusion.Win.NETAPI.buffer-

overflow.exploit 
39.6 

Scan.Generic.UDP 12.1 

Bruteforce.Generic.RDP 3.0 

Scan.Generic.TCP 0.6 

Intrusion.Win.MSSQL.worm.Helkern 0.2 

DoS.Generic.PingOfDeath 0.0 

Intrusion.Win.HTTPD.GET.buffer-

overflow.exploit 
0.0 

Country rating of Serbia and neighboring countries in this 
category in April 2015 is given in Table VI. For example, 
corresponding values for other countries are: USA (1%), 
Russia (3%), Slovenia (1%), Switzerland (1%). 

TABLE VI. COUNTRY RATING OF SERBIA AND NEIGHBORING COUNTRIES 

IN CATEGORY NETWORK ATTACKS (APRIL 2015) 

Country %  

Serbia 2 

Romania 2 

Hungary  2 

Croatia 1 

Bosnia and Herzegovina 2 

Albania 1 

Bulgaria 2 

 

D. Vulnerabilities 

Exploiting unpatched vulnerabilities remains one of the key 
mechanisms used by cybercriminals to install malicious code 
on victims‘ computers. This relies on the existence of 
vulnerabilities in widely-used software and the failure of 
individuals or businesses to patch applications. The statistics 
for Serbia is shown in Fig.4 and Table VII. 

 

Fig. 4. Vulnerabilities in April 2015. 

 

TABLE VII. VULNERABILITIES 

Name 
% of unique 

attacked user 

Exploit.Script.Blocker 69.9 

Exploit.AndroidOS.Lotoor.bg 8.5 

Exploit.Script.Blocker.u 5.8 

Exploit.AndroidOS.Lotoor.be 4.1 

Exploit.Script.Generic 3.5 

Exploit.AndroidOS.Lotoor.a 2.3 

Exploit.Linux.Enoket.a 1.4 

Exploit.VBS.CVE-2014-6332.a 1.0 

Exploit.Java.Agent.ir 0.5 

Exploit.MSPPoint.CVE-2014-4114.a 0.5 

*percentage of attacked users in the country from total number of attacked users 
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Country rating of Serbia and neighboring countries in this 
category in April 2015 is is given in Table VIII.For example, 
corresponding values for other countries are: USA (2%), 
Russia (2%), Slovenia (1%), Switzerland (1%). 

TABLE VIII. COUNTRY RATING OF SERBIA AND NEIGHBORING COUNTRIES 

IN CATEGORY VULNERABILITIES (APRIL 2015) 

Country %  

Serbia 1 

Romania 1 

Hungary  1 

Croatia 1 

Bosnia and Herzegovina 1 

Albania 1 

Bulgaria 2 

 

E. Spam 

The term ―spam‖ is Internet slang that refers to unsolicited 
commercial email (UCE) or unsolicited bulk email (UBE). 
Some people refer to this kind of communication as junk email 
to equate it with the paper junk mail that comes through the US 
Mail. Unsolicited email most often contains advertisements for 
services or products, but very few reputable marketers use 
UCE to advertise. The most commonly seen spam includes the 
following [7]: 

 Phishing scams, a very popular and dangerous form of 
email fraud  

 Foreign bank scams or advance fee fraud schemes  

 Pyramid schemes, including multilevel marketing 
(MLM)  

 Other ―Get Rich Quick‖ or ―Make Money Fast‖ 
(MMF) schemes  

 Quack health products and remedies  

 Ads for pornographic websites  

 Offers of software for collecting email addresses and 
sending UCE  

 Offers of bulk emailing services for sending UCE  

 Chain letters  

 Illegally pirated software (―Warez‖). 

The statistics of spam for Serbia is shown in Fig.5 and 
Table IX. 

 
Fig. 5. Spam detected during April 2015. 

 

TABLE IX. TOP DETECTION METHODS IN SERBIA IN APRIL 2015 

Method 
% of unique 

attacked user 

Linguistic Analysis 55.8 

Analysis of Formal Attributes 35.9 

Enforced Anti-Spam Update Service 4.1 

Graphical Content Analysis 2.6 

Cloud Detection 0.6 

Other 0.5 

Signature Analysis 0.2 

*percentage of attacked users in the country from total number of attacked users 

 

Country rating of Serbia and neighboring countries in this 

category in April 2015 is given in Table X. For example, 

corresponding values for other countries are: USA (17%), 

Russia (6%), Slovenia (0%), Switzerland (0%). 

TABLE X. COUNTRY RATING OF SERBIA AND NEIGHBORING COUNTRIES 

IN CATEGORY SPAM (APRIL 2015) 

Country %  

Serbia 0 

Romania 1 

Hungary  0 

Croatia 0 

Bosnia and Herzegovina 0 

Albania 0 

Bulgaria 1 

 
Finally, another interesting fact which tells about the state 

of information security in Serbia. During Q1 2011, the lowest 
percentage of users‘ computers attacked while surfing the net 
were located in Japan, Germany, Serbia, the Czech Republic 
and Luxembourg [5]. 

IV. CONCLUSIONS 

Having in mind the presented statistical data, it can be 
concluded that the current state of security against malicious 
computer programs in Serbia does not differ significantly from 
that of most neighboring countries. This fact should not be 
taken as a justification for continuation of current intensity of 
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activities in IT protection, especially if compared with 
countries where the level of information security is at higher 
level. 

Here must be said that the presented data should be taken 
with a certain reserve, since they derive from a single source. 
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