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Abstract - This article is going to introduce the process of a pilot 

project, where the goal is to renew the Facility Monitoring System 
that currently operates at the University of Miskolc.  
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I. INTRODUCTION 

In bigger buildings such as universities it is challenging to 
operate the facility efficiently. The most important is to provide 
the heating, ventilating and air conditioning (HVAC) in the 
offices, in the labs and in the auditoriums. A good facility 
monitoring system (FMS) is working in the background and 
invisible for the citizens of the university. It was invisible for 
us also until a serious problem occurred in the system.  

Once we received a phone call because problems occurred 
in our facility monitoring system and the management of the 
university asked the Institute of Automation and 
Infocommunication and the Institute of Informatics to help to 
identify the root of the problem. We formed a workgroup to 
work on the problem which was the loss of some parameters on 
the operator display. 

In the first steps we started to collect information about the 
systems, the manufacturer, the topology, the devices and the 
locations. We found that only a certain part of the system is 
involved in the problem. It seemed a whole subsystem is 
unreachable. We started to analyze the topology and the used 
communication systems. Finally we found that the used 
controller devices using C-Bus communication and they form 
subnets. These subnets are integrated into a bigger network 
through Ethernet communication. The C-bus based subnets are 
connecting to the Ethernet network through gateways.  

In the next steps we collected information about the C-bus 
communication which is a standardized serial communication 
used mostly in HVAC and building management systems. It has 
two wires and terminations at the ends. It means that at the 

intermediate devices on the network we don’t have to enable 
this termination. We made measurements on the bus with an 
oscilloscope to identify the characteristics of the 
communication. We inspected healthy and problematic 
subsystems also. As a result we found that the C-bus 
communication is not working on the problematic subsystem. 

 

Fig. 1.  The bus connections (building management system 
communication network) [1] 

The next step was that we tried to get in touch with the 
designer and programmer of the system to ask help to solve the 
communication malfunction. He told us it seems the controllers 
went wrong because of lightning and it cannot be repaired. We 
should have to replace them but it is also impossible because 
these devices are not manufactured and sold anymore.  

After these inspections we created a report for the 
management of the university and we suggested to think over 
the whole reconstruction of the facility monitoring system 
before having more serious problems like this. They asked us 
to make the detailed inspection of the current system. We also 
had to make a decision on the new control system elements and 
devices.  
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II. CURRENT STATE OF THE FACILITY MONITORING 

SYSTEM 

As a first step we started to analyze the current Honeywell 
based DDC (Direct Digital Control) system in details. We 
visited the control rooms one-by-one and we tried to collect as 
many information as possible to be able to give 
recommendations for an optimal control system. 

The University currently using the Honeywell Excel 
Building Supervisor as facility management system for. 

The Excel Building Supervisor (XBS) architecture is 
scalable and supports both a local site and modem 
communication to remote sites. The local site consists of one or 
more PCs on a controller bus, up to three controller bus 
connections to a single PC, and local area network (LAN) 
configurations including many PC workstations. This enables 
virtually unlimited configurations suitable to the prerequisites 
of any building or building complex. 

Excel Building Supervisor is the building management 
solution for a broad array of building HVAC applications. [2] 

Features: 

 OpenLink support 
 DDE interface support 
 Multiple simultaneous network protocol support 
 Novell, IBM, Microsoft LAN support 

As we can see, the XBS supports the data management in 
some cases, but these features are not used in the facility 
management system currently. Furthermore, there is no user 
management in the system, only authorization which excludes 
the unauthorized access, but doesn’t make differences between 
the rights of specialized operations. 

Although the regulators currently used by control systems 
are able to carry out their tasks, but their biggest insufficiency 
is that they cannot be extended with further modules. That is the 
reason of applying more than one controller in the same control 
room, and therefore that was the reason of solutions, where the 
actuator unit is operated by an MCE 3 relay module. 

In addition, a further observation that the input/output 
channels of the control systems often occur in special kind of 
signal levels and characteristics. The controllers’ digital outputs 
gives a specific sample, because they are using 24VAC instead 
of generally used DC voltage, or in the case of the analog inputs 
where NTC20k characteristics is used to measure temperature. 
One possible explanation is that the Honeywell Excel 50 
controller was developed in the 3rd generation of the DDC, 
based on even before the new millennium, which finally 
seemed a dead end in the developing in the next decades.  

III. REQUIREMENTS FOR THE NEW FACILITY 

MONITORING SYSTEM 

We found the following features are the most important as 
requirements: 

 Modularity 
 Speed of obsolescence of moral consequences  
 Need of new devices and competence in 

o Maintenance 

o Operating 
o Further extensions 
o Further development 

 Need of knowledge in the implementation of the 
administrative system of the control system 

 In addition, it is useful if we can use the development 
environment in the education and we can involve 
students in the development of control algorithms and 
operator screens. 

We have to take in account the price of the parts, and the new 
system must be a future-proof solution. 

We plan to extend this system in the next years with an 
ability of measuring the energy efficiency of the buildings. This 
plan has requirements in the database management, because the 
measured values of the individual instruments must be stored. 
This stored information is going to be the base of trend lines of 
the annual energy consumption of a building or a specified part 
of it. With a critical mass of instruments, it will be possible to 
measure each consumption of a building.  

Analyzing of these data can help us to identify many 
problems, or early detect in case of malfunction, which can 
absolve bigger troubles, or damages. So investing into this 
technology should be profitable. 

IV. THE NEW FACILITY MANAGEMENT SYSTEM 

In order to be able to make a proposal for the development, 
primarily we had to know the current status of the control 
system, the regulators and the extension modules which are 
used in the facility monitoring system. In order to compare 
these systems, we had to find the right criteria primarily. So, we 
examined the developing software (and its support), the cost 
and the possibilities of redundancies on all relevant platforms. 

The comparative analysis made on two levels, primarily the 
platforms of programmable control system architectures have 
been evaluated, and then the possible system architectures. The 
comparative analysis of system architectures executed in two 
separate methods, using one-dimensional and two-dimensional 
value analysis model as well. Both methods produced the same 
results, the "islands" separated network control systems, in 
which the main central unit is a National Instruments 
CompactRIO programmable automation controller as a real-
time control unit. The WAGO 750-8102 programmable 
controller was chosen as the controller of the HVAC system in 
every control room. 

As we wrote finally we had chosen the WAGO PFC-100 
(750-8102) programmable controller. This PLC has the 
following features: 

 Two ETHERNET interfaces and an integrated switch 
enable line topology wiring 

 RS-232/-485 serial interface (switchable) 
 Fieldbus: MODBUS/TCP 
 Visualisation by Web Visu and/or Webserver 
 The controller’s programming complies with IEC 

61131-3 [3] 

The main central unit is the National Instruments 
CompactRIO programmable automation controller - as a real-
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time control unit – which is the head of the “islands”. This 
hardware is more powerful which is designed specially to run 
reliable, real-time applications in the industrial environment.  

Hardware capabilities: 

 Small and rugged real-time embedded controller 
 Dual Ethernet ports for deterministic expansion I/O 
 Execution target for LabVIEW Real-Time applications 

 

Fig. 2.  The choice of system architecture [1] 

V. COMPARING THE HUMAN-MACHINE INTERFACES 

(WBMS AND PLC-SCADA) 

In this chapter we compare two HMI (Human Machine 
Interface) architectures and some important functions. 

A. WEB BASED MONITORING SYSTEM (WBMS) – 
RUNNING IN THE PLC 

The integrated web based systems are using the PLC’s built-
in capabilities. This function is developed to monitor the status 
of values of the input/output channels and shows the state of the 
program running on the PLC. The first built-in “servers” were 
very simple, and they could handle the HTML 3.0 only without 
JavaScript or Java support. This was enough to achieve the status 
information of the state of the PLC and the running program. 

Nowadays controllers usually running embedded operation 
system, which can easily run a web server module in the 
background. This embedded system developed from a normal 
operating system of a PC (Personal Computer), that’s why the 
built-in modules – like web server – have bigger support for the 
modern web services. These services are the HTML 5.0, 
JavaScript, CSS, PHP and in some cases these modules can run 
programs wrote in Java. 

These newly implemented functions can handle the 
communication that makes possible to read the status of another 
PLC, especially a variable from far. This is a great option, 
because it makes possible implementing a complete HMI in one 
PLC, which handles the whole system that have more 
controllers. It is easy to work with and we don’t need a stand-
alone computer which runs the HMI.  

So, this is a cheaper solution, but we need to compromise in 
some cases, for example it has only reduced visual elements and 
capabilities because of the weaker hardware. 

B. PLC-SCADA BASED MONITORING SYSTEM 

The biggest difference between the SCADA (Supervisory 
Control and Data Acquisition) based and the integrated PLC 
based systems is the hardware which runs the HMI. In this case, 
the HMI is running on a dedicated machine in the network, 
which is usually a PC. The controlling tasks run on the PLC, as 
we wrote in the chapter before, but there is no any PLC which is 
needed to run web-based monitoring system.  

This solution is the more expensive architecture, but we are 
going to get better reliability to the whole system, faster 
intervention made by the controllers and faster, more stable 
monitoring system on the other side. Moreover, the SCADA 
application is not freeware usually, because a third-party partner 
develops it. 

The SCADA works only in a system, where PLCs are 
working so we reference to this kind of HMI with the two words 
together, and we say PLC-SCADA. 

In the case of PLC-SCADA, the network protocol – which is 
used for communication between the controllers – must be 
known by the SCADA software. The dedicated PC has 
minimum requirements, which is defined by the used software. 
We have option to run any other application or daemon on this 
PC, which can be useful, when we are going to use some kind of 
SQL server that can store the data provided by controllers, or it 
is possible to make decisions based on these provided data. 

This article’s goal is to show the difference between the web-
based monitoring system and the SCADA. We took in account 
the followings:  

 Visualization  
 User Management 
 Data storing (SQL) 
 Communication with PLC 

Let’s see it point-by-point. The primarily criteria in this 
aricle are refer to our system in the University, so the examples 
focus on it.  

C. VISUALIZATION 

The goal of the visualization is to manifest an easy-readable, 
fast and informative interface, which monitors the state of the 
whole process or its well-defined part. In our case the process is 
the facility management to the whole University, and its well-
defined part is a HVAC for example, which can heat and 
ventilate the air in a building or in a hall.  

In a complex system, mostly many screens are defined which 
roles the “zoom” function. There is a main screen which shows 
the map of the university, and other screens can show the 
individual buildings or the heating circuit of a heat source. On 
the main screen the facilities are shown like hyperlinks, and 
these hyperlinks can navigate us to the screen, where the details 
of the selected facility can be shown. Because of the easy-
readable criteria, we are able to use only reduced numbers of 
information to show on the main screen. But this reduced 

4th International Conference and Workshop Mechatronics in Practice and Education – MECHEDU 2017

83



information is important and based on data provided by many 
controllers. To collect them we need to ask them one-by-one.  

In case of WBMS, we need to configure the dedicated PLC 
to collect these information from the other controllers. We 
shouldn’t forget, that this operation needs time, and this time can 
be stolen from the task that controls the instruments connected 
to it. To choose the ideal dedicated PLC for this operation we 
must find a light stressed PLC, which won’t cause malfunction 
in its function, because of the possible slower intervention. In 
the PLC-SCADA system this problem does not exists. 

The visualization usually builds from HVAC symbols which 
have been shipped with the development environment. These 
symbols, or templates symbolize the tools that are used in 
industry. There are options to import pictures into the HMI. The 
WAGO has a special feature, named WebVisu using HTML 5 
CanvasElement and can be programmed in CODESYS [4]. The 
WBMS has a huge advantage, as it can be accessed via HTTP 
(or HTTPS), and it is not needed to redesign the front end of the 
HMI when we would like to display them on different platforms.  

D. USER MANAGEMENT 

The user management’s goal is to separate the useable 
functions depending on the username. It makes possible to 
change the selectable screens, or enable/disable the setting of a 
value of a regulator. 

In WBMS, usually we can find only a limited user 
management service, except if it is hardcoded in the web page. 
The CODESYS have implemented user management, but 
mostly this is anchored to the PLC which is running the 
visualization. However, this problem can be solved easily by 
using an outer SQL database, but it opens a new security hole, 
which must be handled. 

In a PLC-SCADA system the user management is a central 
service independent from the PLC and from the running 
program. The login data is managed by the SCADA system and 
not by the PLCs. 

E. DATA STORING (SQL) 

In the future we would like to measure and monitor 
individually the buildings and the HVAC systems to achieve 
energy-efficiency. So we have to take in account it in the new 
system. These measured data will be stored in an SQL database. 

The modern controllers with embedded systems have 
modules to handle the most popular SQL servers. The difference 
between the WBMS and PLC-SCADA is the speed. The SQL 
servers usually works on a stand-alone server, which could be 
placed in the world anywhere. Because of network or server 
error the access of the server could take long time, and this time 
can hang up the PLC for a while if it is not handled correctly in 
the program. The PLC integrated SQL modules in WBMS is a 
very good option when only one PLC is used.  

On the opponent side there is the PC, which is able to run the 
SQL server on the same machine where the PLC-SCADA runs. 
In the opposite of PLC the PCs have almost unlimited tasks that 
can be run in the same time, so one of the tasks can handle the 
communication with the SQL server, without slowing the HMI, 
even if the SQL sits in the world anywhere. 

F. COMMUNICATION WITH PLC 

The most important thing in a control system where we have 
several PLCs is the communication. The subsystem which have 
been controlled by the PLC will work without the “head”, but it 
won’t be able to ask its state from far. This problem will cause 
malfunctions in the screens of the HMI that can be manifested 
by bad values at a regulator, or disappeared screens that is stored 
in the PLC (WBMS) which have lost the communication. 

This is a dangerous problem, because this can lead the 
control system to a CC (Common Cause) failure that is the 
hardest to fend off. The WBMS is in the bigger danger, because 
the dedicated PLC, which runs the HMI, could be lost too, and 
in this way the whole system is going to lose the supervision. 

The PLC-SCADA handles the communication lines, thus it 
has less chance to lose the supervision. When some PLCs are 
going to be lost it is easier to find the reason of the malfunctions. 

VI. CONCLUSION 

As we have seen, there are two options to the HMI to realize 
our facility monitoring system. The Web Based Monitoring 
System is the cheaper solution, but there are hazards hardcoded 
in the system, which comes from its architecture. As we improve 
the number of the used PLCs, the danger of a fault is going to be 
higher.On the other side, there is the PLC-SCADA, which is a 
more expensive solution. We have to purchase a SCADA 
software, the licenses and we have to buy a server that is able to 
run both, the SQL server and the HMI permanently. 

For smaller systems or for stand-alone controlled functions 
the WBMS is a good solution, but for more complex systems, 
like in this project at the University we need a more reliable, and 
more stable system, like a PLC-SCADA system. That is the 
reason that we have chosen this solution. 
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