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Abstract—To achieve a satisfactory level of security of an 

information system, different system and application methods are 

applied. In the context of mobile applications, the Android 

operating system is especially featured as one of the most 

commonly used. It elaborates the necessary environment and 

tools for testing the security of Android applications, highlighted 

vulnerabilities and is given a greater number of security 

recommendations. In the field of application security, some of the 

newer solutions are shown, such as the RASP approach. The 

paper emphasizes the importance of security testing of 

applications focusing on the testing phase. Finally, in addition to 

the previously explained application of security methods, an 

overview of security methods of a general character is given.  
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I. INTRODUCTION 

Android is a software stack for mobile devices that 
includes an operating system, middle-ware and key 
applications. In these days it is the most commonly used 
operating system on mobile devices in the world. According to 
the web analytics firm StatCounter “Google’s Android has 
overtaken Microsoft Windows for the first time as the world’s 
most popular operating system (OS) in terms of total internet 
usage across desktop, laptop, tablet and mobile combined” [1]. 
There are numerous versions which are widespread on mobile 
devices of different manufactures and almost every 
manufacturer changed the Android user interface. However, 
under the user interface itself, it is the same Android operating 
systems with its core and main functionality.  

Android is designed to be open and accessible. Android 
applications use advanced hardware and software, as well as 
local and served data, exposed through the platform to bring 
innovation and value to users. In order to realize that value, 
the platform offers an application environment that protects 
the confidentiality, integrity, and availability of users, data, 
applications, the device, and the network. Securing an open 
platform requires strong security architecture and rigorous 
security programs. Android was designed with multi-layered 
security that is flexible enough to support an open platform 
while still protecting all users of the platform [2]. 

II. ANDROID APPLICATION SECURITY TESTING 

In order to examine the security of Android applications it 
is necessary to provide the following components: Windows 
or Linux OS (requires the use of Android Emulator), Java 7, 
Android Studio (developing environment) and Software 
Development Kit (SDK). Procedures for security testing 
include [3]: 

 Launching a mobile device emulator - AVD (Android 
Virtual Device) 

 Setting up a proxy tool, such as Fiddler or Paros - a 
free web debugging proxy which logs all HTTP(s) 
traffic between a computer and the Internet. 

 Android Application Penetration Testing Toolkit - The 
Android SDK comes with several utilities that, 
although not designed specifically for security testing, 
could come in handy for penetration testing. In 
addition, there are several tools out there such as the 
Manifest explorer, Intent Sniffer and Intent Fuzzer that 
could be used as part of toolkit as well.  

 Android Debug Bridge (ADB) - Using tools for 
communicating with the emulator. 

Android packages (“.apk” files) are actually simply ZIP 

files. They contain the AndroidManifest.xml, 

classes.dex, resources.arsc, among other 
components. It is possible to rename the extension and open it 
with a ZIP utility such as WinZip to view its contents. 
Malicious programmers can decompile the application, change 
the original program or insert malicious code, repack the 
application and distribute it as the genuine. 

In order to increase the level of application protection, in 
Android, file permissions are used. This means that any .apk 
file installed in the emulator has a unique ID. This prevents 
one application from accessing some other application’s data. 
Any file created by the application will be assigned that 
application’s user ID, and will not normally be accessible to 
other applications. 

III. SECURITY ISSUES OF ANDROID 

As already mentioned, Android is one of the most popular 
operating systems for mobile devices nowadays, however, 
because of its open source, it also carries a number of potential 
security problems, which can be formulated into several 
categories [4] as shown in Figure 1: 

 Open source 

 Fragmentation  

 Slow moving upgrades 

 JS Binding over HTTP vulnerability 

 Third party application stores. 
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Figure 1: Android Security Vulnerabilities [4] 

 
Open source- Since the entire source code is easy to 

reach, programmers with harmful intentions might seek the 
ability to create security problems. 

Fragmentation - Given that there are hundreds of 
manufacturers who all contribute to the development of the 
operating system, it is easy for viruses and malware of new 
generations to exploit the weaknesses that are not found in the 
Android inventory. 

Slow moving upgrades - Android users are known for 
their delayed adoption of the new patch version, or switching 
to a new version of the operating system. By using an outdated 
version of the operating system, they become increasingly 
vulnerable to data and identity stealing. 

JavaScript binding over HTTP vulnerability - 
Developers can accept JavaScript methods for connecting as 
the easiest way to load web content in the Android application, 
still, it can be a source of major security problems. By opening 
the possibilities for web view using HTTP, it opens the 
possibility that the attackers completely hijack HTTP data or 
events with remote code execution of applications. 

Third Party App Stores - While it does not have to be a 
security issue directly related to Android, it deserves some 
attention. It remains a fact that these stores contain more 
hidden malware than the Google Play store. Although not all 
third-party application stores are weak, it is necessary to 
carefully look for those where the application will be 
available. The set of applications in these stores does not 
necessarily pose a security threats, but it can be the cause for 
bad reputation if the users are dissatisfied with them for any 
reason. 

IV. ANDROID - SECURITY RECOMMENDATIONS 

Bearing in mind the elaborated potential security problems 
inherent in the Android platform, some general security 
recommendations for Android applications can therefore be 
formulated. 

Concerning data storage used, the recommendation is to 
use internal storage (default), content-providers (conditional 
recommendation), whereas external storage is not 
recommended. It is necessary to minimize the number of 
permissions that application requires. When using the 
network, in the case of IP network, the protocol for secure 
transport should be used (HttpsURLConnection), and in the 

case of the telephone network, instead of SMS, it is better to 
use Google Cloud Messaging (GCM). Applying validation of 
input data, as with the script-based languages (JavaScript, 
SQL), there is a possibility for validation problems. During the 
user’s handling of data, the use of APIs for access to sensitive 
and personal information should be minimized. For security 
reasons it is advisable to use a hash form data and not to use 
phone identifiers (telephone number or IMEI). The validation 
of the certificate (a guarantee to the security of the 
Certification Authority-CA) prevents man-in-the-middle 
attack. 

If Web view, regarding Web content (HTML, JavaScript), 
is used during the application development, there is a risk of 
XSS, and therefore JavaScript is not done by default. 
Reducing the search of user credentials, the probability of 
“phishing“ attacks is reduced as well, and at the same time 
using tokens is suggested for authorization. For safe transport, 
cryptographic methods are applied: HTTPS tunneling 
(SSLSocket), AES, RSA algorithms and others. For inter-
process communication, embedded system functionalities 
(Intent, Binder, Messenger) are used. The dynamically loading 
code is executed with the same security permissions as the 
application, and it is not recommended to load the code 
outside the application apk. Regarding security in a virtual 
machine (Dalvik - Android virtual machine), there is no direct 
threat, because the applications are run in the so-called 
sandbox environment. In order to achieve security in the 
source code, it is advisable to use the SDK, because all 
applications run in the Application Sandbox. By setting the 
Session Timeouts, the time limit of PIN/password entry is 
defined, thereby reducing the probability of guessing the 
same. 

V. RUNTIME APPLICATION SELF-PROTECTION (RASP) 

RASP is a security technology which is incorporated or 
associated with an application or an execution application 
environment and is able to control the execution of the 
application, as well as Intrusion Detection and Prevention in 
real time [5]. RASP prevents attacks with the self-protection 
action or automatic reconfiguration without the human 
participation, in response to specific network situations 
(threats, errors, etc.). 

RASP is activated during the execution of the application, 
causing it to run the program monitors itself and detects 
suspicious inputs and behavior. RASP processes application 
behavior as well as the context of behavior in real-time,. This 
way continuous safety analysis is achieved with the system 
that immediately reacts to recognized attacks [6]. Web 
applications are typical targets and attackers often use them to 
penetrate the system (network). More than 80% of attacks 
nowadays happen at the application level [7]. 

At the moment, RASP solutions exist for Java Virtual 
Machine (JVM) and .NET Common Language Runtime 
(CLR). Java and .NET software platforms are created for the 
execution of untrusted programs with security restrictions. 
Despite the fact that they have comparable objectives and 
similar design in many respects, there are significant 
differences in the domain of security vulnerabilities. 
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VI. TESTING SECURITY 

Testing security is an important process in ensuring the 
security of an application. Generally, it consists of multi-
phases (Figure 2). Threat modeling relates to the 
understanding of the security architecture of the application 
and the identification of the possibly offensive vector. The 
security test plan involves the development of a testing 
strategy, the objectives to be achieved and the road map for 
implementation. The vulnerability scan includes testing of 
applications in order to detect potential vulnerabilities. The 
penetration test or ethical hacking involves testing of the 
application simulation of attacks by external clients (not 
having an authorized access to the system) or insiders (having 
a certain degree of authorized access). At the end of the test 
procedure, reporting and cause analysis are performed, 
including the presentation of conclusions about the degree of 
vulnerability and recommendations for improving the level of 
security. 

 
Figure 2: Security testing [8] 

 

VII. SECURITY MEASURES 

In addition to the previously described measures of 
protection applied, other IT security measures of a general 
nature can be formulated (regardless of whether it is a web or 
mobile application). 

Denial of Service protection - DoS attack is brought down 
to taking free server resources. When its capacity is fully 
occupied, users can no longer access the desired application. 
Protection: the application is distributed on multiple servers; 
only those processes that are necessary for the normal 
operation of the server are allowed; packet filtering is 
introduced (e.g. IP filter) with the aim to verify the IP address 
and port. 

Applications for hiding information about the server - 
Their purpose is to conceal or give false information to the 
server, so that the attackers would not know which operating 
system attacks and what its vulnerabilities are. It is 
questionable to what extent such applications are reliable, 
because there are applications that know, based on the form of 
response, how to collect information about the server and its 
version.  

Security checks in JavaScript - the problem lies in the fact 
that the code is completely run on the client’s side (in the web 
browser). In the JavaScript code no security mechanism 

should be implemented, because due to the nature of code 
execution, it can be identified and avoided. 

In order to secure storage of passwords, it is recommended 
to use the cryptographic hash algorithm (SHA1 - SHA512), 
and the use of cryptographic protocols during and after the 
user’s registration on the system (SSL, TLS). 

During the construction and maintenance of the security of 
the computer system, the use of a firewall is significant, as 
well as the setting of personal passwords instead of the usual 
ones (by default). From a security aspect, both the 
maintenance and application managing are highly important, 
especially regarding the protection of all application elements 
by regular updating. By establishing rules for accessing data, 
the level of security is further increased. Regular monitoring 
of application provides information about what happens to the 
application, who uses it and how, and regular testing leads to 
the discovery of potential vulnerabilities. In the context of 
security, the maintenance of security policies of companies 
has an important role, which includes setting up and 
implementing rules that all employees must keep to. 

VIII. CONCLUSION 

This paper elaborates on the security methods for web and 
mobile applications, as well as the implementation of new 
security trends at the application level (RASP). Given the 
great diversity of applications, the characteristics of the 
environments in which to run, there is a difference in the 
methods that are applied in order to ensure a satisfactory level 
of security. However, it must be highlighted that none of the 
methods mentioned in the paper provide universal security. 
The general conclusion is that only the simultaneous and 
thoughtful application of a large number of safety 
recommendations, the method of physical - technical 
protection and corresponding corporate legislation can lead to 
an acceptable level of security of applications.  

REFERENCES 

[1] StatCounter: “Android overtakes Windows for first time”, 3rd April 
2017, http://gs.statcounter.com/press/android-overtakes-windows-for-
first-time 

[2] Security, https://source.android.com/security/ 

[3] K. Shah, “Penetration testing Android applications”, 
https://www.mcafee.com/us/resources/white-papers/foundstone/wp-pen-
testing-android-apps.pdf 

[4] Android security vulnerabilities every developer should know, 
http://www.appmarsh.com/android-security-vulnerabilities-every-
developer-should-know/ 

[5] Gartner, IT Glossary, http://www.gartner.com/it-glossary/runtime-
application-self-protection-rasp/ 

[6] Veracode, https://www.veracode.com/security/runtime-application-self-
protection-rasp 

[7] Waratek, http://www.waratek.com/runtime-application-self-protection/ 

[8] http://www.qahelps.com/different-testing-types/security-testing-its-
basic-terms/) 

 

 

4th International Conference and Workshop Mechatronics in Practice and Education – MECHEDU 2017

95




